[Ipuiioxkenue 2
K 00A3aTe/IbHOH MHMOPMALIHH
JUIS pasMeLLeHUst Ha caiiTe

HHOOPMAUNOHHAS ITAMSITKA
AJ1IS OBYYAROIUXCS LTS PASMEIIEHU S
HA O®@HUIHAJIBHBIX HHTEPHET-PECYPCAX

'C Ka>XKIabIM TOOAOM MOJIOJECKH B HHTEPHETE CTAHOBHUTLCHA 6()J]bllle, d HIKOJIb-
HUKHM OJIHH M3 caMbIX aKTHUBHBIX Mole3oBatenedt Pynera. Mexay Tem, nMoMHMO
OrpPOMHOTI0 KOJIHYECTBa BO3MOXKHOCTEH, HHTEPHET HECET U Npod/ieMBbl. JTa namsr-
Ka JIOJKHA 1ToMo4b TeOe Oe30I1acHO HaXOAHTECA B CETH.

KomnsiorepHeie BUpYCEI

KomiiprorepHpliii BUpyC - 9TO pasHOBMIHOCTH KOMIIBIOTEPHBIX [POrpamMM,
OTJIHYHTENLHONH 0COOEHHOCTBIO KOTOPOH SBIAETCS CIIOCOOHOCTh K PA3MHOKCHHIO.
B jononnenne k 3ToMy, BUPYChl MOI'YT HOBPEIHTE MIH ITOJHOCTHI) YHUYTOKHUTE
Bece (paiiibl M JlaHHbIE, IIOKOHTPOIBHBIC MOIB30BATEN0, OT HMCHH KOTOPOIro Oblia
3anylleHa 3apaxkeHHas NporpaMma, a TakKe NOBPSINTh WM JaKe YHHYTOKHTD
ONeparHoHHYI0 CHCTeMY €O BeeMH ¢akmamu B uenoMm. B OoneplimHCTBE cliyyacs
pacrpoCTpaHAOTCA BUPYChl Yepe3 HHTEPHET.

MeToab! 321U ThI OT BPEAOHOCHLIX [IPOrPaAMM:

1. Mcmons3yii coBpeMeHHbIE OINEpPalMOHHbIE CHCTEMbl, UMCKOLIHE CCPbe3-
HbIi ypOBEHb 3aLUThI OT BPEJIOHOCHBIX [IPOIPaMM;

2. IlocTtoanHo ycranaBiuBai na4ru (LMQPOBLIC 3aIlJIATKH, KOTOPbIC aBTO-
MATHYECKH YCTAHABIHUBAIOTCA C LB J0padoTKU [IPOrpaMMel) U JIpyrue o0HOB-
JIeHHA CBOeH onepauroHHol cucTeMbl. CKaduMBal MX TOJNBKO ¢ OMQMUIHAIBHOIO
cavra paspaborunka OC. Ecid cyuiecrByer pexuM aBTOMaTH4YECKOro obHoBie-
HUSl, BKJIIOYH €ro;

3. Paboraii Ha cBOEM KOMIEBIOTEpE IO/ [IPaBAMH [10J30BATEA, & HE aJMH-
HUCTPpATOPA. 2TO HE MO3BOJIUT 60J]I)IHI’IHCTB:{ BpPEAOHOCHBIX ITpOI'paMM HMHCTaJLIIM=-
pOBaThLCA HAa TBOEM MEPCOHAIILHOM KOMITBIOTEPE;

4. Mcnonb3yil aHTUBMPYCHBIE [TPOrPAMMHbBIE IIPOJIYKTBI H3BECTHBIX MPOM3-
BOJMTENEH, ¢ aBTOMaTH4eCKHUM 0OHOB/IeHHEM 0a3;

5. Orpanudb QU3HYCCKHUHA JOCTYI K KOMIIBIOTEPY IS IOCTOPOHHMX JIMLL;

6. Mcnonp3yil BHemWHUE HOCHTEIH MH(OPMAIIMH, TAKHC KaK (IeIKa, JHCK
UM (aliyl U3 HHTEPHETA, TOJIBKO M3 [IPOBEPEHHBIX HCTOYHHKOB;

7. He o'rprmaﬁ KOMIILIOTEPHEIC (i)al:;l.llbl, MOJNYHEHHLIC H3 HEHAJCIKHBIX HC-
TouHHKOB. /laxe Te (haiiibl, KOTOpbIE NPHCIAl TBOH 3HAKOMBINA. Jlydie yrounu y
HeTo, OTIIPABIIAJ I OH Tede HX.

Ceru WI-FI

Wi-Fi - aTo He BU/1 nepeiaun TIaHHBIX, HE TEXHOJIOTHS, 4 BCETr0 JIMIIL OpeH]1,
mapka. Eue B 1991 rogy HuAepiaHACKas KOMIIAHHUA 3aperucTpupoBala Openj



"WECA", 9ro obosnauano ciosocoveranue "Wireless Fidelity", kotopeiii nepe-
BOJIUTCSA KaK "OecIpoBOIHAS TOUHOCTE" .

Jo Ramero Bpemenu jiomuia jipyras ab0peBuarypa, KoTopas AB/IsSeTcs TaKOH
Ke TexHouoruei. Dro abOpesuarypa "Wi-Fi". Takoe nassanue Ob1o jnano c
HaMEKOM Ha CTaHJapT BbIcIIeH 3ByKoBo# TexHHKH Hi-Fi, 410 B nepesose o3naua-
eT "BbICOKAs TOUHOCTE".

Ja, OecnnaTHbli HHTEPHET-Z0CTYI B Kade, OTe/IAX H a)poroprax sBiseTcs
OT/IMYHOH BO3MOMXKHOCTBIO BBIXOJa B UHTepHer. HO MHOrHe SKCreprTsl cuMTalor,
uTo odwenoctymueie Wi-Fi cetn He spnsioTcst 6e30nacHbIMU.

Cosetsl 110 6e3onacHocTy paboTel B 00IIEA0CTYHBIX ceTax Wi-f1:

1. He nepenasaii coto nuuHyto uxdopmManuio yepes oduiepocrynnsie Wi-Fi
ceTH. Paboras B HHX, XKeJIaTCJIbHO HC BBOJIHTL [apoJid 10CTyIld, JIOTHHBI M KaKHe-
TO HOMEPA;

2. Ucnonbs3yilt ¥ 0OHOBIANR aHTUBUPYCHLIC HIPOrpamMmel W OpanaMayep. Tem
caMbIM Thl 00e30nacKIb ceOd OT 3aKaYKH BUPYCa Ha TBOC YCTPOHUCTBO;

3. Ilpu ucnonb3opanun Wi-Fi otkmoun Gyskumio "O0wumil jgocryn k daid-
nam ¥ npuHrepam”. JlaHHas QYHKUMS 3aKpeITa 110 YMOJIYAHHIO, OJIHAKO HEKOTO-
pbIe MONB30BATENH AKTHBMPYIOT ee /It y100CTBa MCIOJIB30BAHMS B padore HIIM
yuebe;

4. He wncnouapsyd nyOnuunbii WI-FI ans nepenayd JTHYHBIX JaHHbBIX,
HallpuMeEp JIJIA BbIXO/J1a B COIIHANILHBIC CCTH HIIH B AICKTPOHHYI) Mo4TY;

5. Mcnons3yii TonbKO 3aluiieHHoe coeauaenne yepez HTTPS, a ne HTTP,
T.e. IpH Habope Beb-ajipeca BBo U umeHHo "https://";

6. B mobuieHoM Tenedone orkimnoun yukuuo "loakmouenue k Wi-Fi ap-
tomaTH4ecku'. He nomyckail aBToMarnyueckoro MnojKIOYeHust YCTpolcTBa K ce-
M Wi-Fi 6e3 TBoero cornacusi.

CounanbHeie ceTH

COHH&HBHBIC CCTH aKTHBHO BXOJAT B HAILY KH3Hb, MHOI'ME JIIO/H p360T8l0T
H XKHBYT TaM [0CTOAHHO, a B Facebook yke 3aperucrpupoBan MU/LUIHAP/ YE€JIOBEK,
YTO ABJIAETCH OJHOH ceJIbMOMH Beex MKHUTeJIeH niiaHeTel. MHOIHE 110JIb30BATEIIH HE
MNOHHUMAKOT, YT0 MHGOPMALUA, PazMEIICHHAs UMH B COLHAJBHBIX CETAX, MOMKET
OBITH Haﬁﬂﬁﬂa H HCIIOJIB30BaHa KEM YIroIHO, B TOM YHCJIC HE 00s3arenso ¢ 0Jia-
MMM HaMepPeHHsIMH.

OCHGBHI)IG COBCTEI 110 6330[]30!‘10()'1‘[4 B COUHAJIbHBIX CCTHX.

1. Orpannye cniucok japyseil. Y 1eds B JIpy3bsiX HE [IOJIKHO OBITH Clydai-
HBIX ¥ HE3HAKOMBIX JIIOJIEH;

2. 3amumai ¢Boro 4acTHYIO #HU3HE. He ykazsisail napouu, renedousl, ajipe-
ca, JaTy TBOEro POXKIACHHSA WU JIPYrYIO JHUYHYK HHPOPMAIHIO. 3JI0YMBIIUIEHHHKH
MOTYT HCII0JIB30BaTh Ja)ke MH(OPMAIMIO O TOM, KaK Thl U TBOM POJIMTEIH TIAHH-
pyeTe NpoBeCTH KaHHKYJIbI;

3. 3amMman cBoK peryTaluio - JIepXKH ee B YUCTOTE M 3ajaBai cebe Bo-
poc: XoTell Obl Tel, YTOOLI JPYTHe MOJIL30BATENNA BHJIEIH, YTO Thl 3arpyKaelln?
[Tonymaft, mpexie yem 4To-To O1yOIMKOBATh, HAIIMCATH U 3AIPY3UTh;



4. Ecnu TbI FOBOPHIIEL C JIIOJAEMH, KOTOPLIX HE 3HACIIL, HE I/ICH()JII)S’yﬁ CBOEC
peanbHoe MM W APYIYIO JIMYHYI0 MH(QOPMALMH: MM, MECTO KHUTEIbCTBA, MECTO
yueOBI U npoyee;

5. M30erail pasmewtenus gororpaduii B Mutepuere, riae Tel U300paxeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPE/IeJIMTh TBOE MECTOIOI0KEHHE;

6. IlpH peructpalty B COLMAILHON CETH HEOOXO0AMMO MCIIOJIb30BATh C/IOMK-
HbI@ MAapOJIH, COCTOAINE U3 OYKB U IIM(P H C KOJIHYECTBOM 3HAKOB He MeHee 8;

7. JIng conuanbHOH ceTH, MOUThl U JIPYIUX calToB HEOOX0UMO HCIIONb30-
BaTh pasHble 1apoJid. Torjga ecan tels B3J0MAOT, TO 3/10YMBILUIEHHUKH [10JIy4YaT
JOCTYI TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Ccpa3y.

DNEeKTPOHHBIE EHBIH

DIeKTPOHHbIE JIEHLI'H - ITO OUeHb Y100HbIA cniocol rnuiarexei, 0J1HAKO Cy-
LIECTBYIOT MOLLIEHHUKH, KOTOPbIE XOTHT HOIYUYHUTH ITH JAEHbIH.

DNEeKTPOHHBIC ACHBIH [TI0ABHJINCH COBCEM HEJIABHO M UMCHHO M3-3a ITOrO BO
MHOI'HX T'OCYJapcTBax 10 CHX I0p HE [IPOIKUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHH QyHKIMOHHPYIOT U O HUX YK€ NPOINUCAHO B 3aKOHE, Iae
UX pas/e/IAOT HA HECKOJIBKO BMJIOB - AHOHMMHBIE M He aHOHMMHble. PazHuua B
TOM, YTO aHOHHMHBIE - OTO T€, B KOTOPBIX pa3pellaeTcs MPOBO/UTh onepaiuu oes
MIAEHTU(PHKALHH N0JI130BaTEsl, 4 B HEAHOHUMHBIX WIEHTH(UKALIKA [10J1b30BaTe1s
ABJsAETCH 005M3aTEIBHOM.

Taxxe cineyer pa3nuyarh YIEKTPOHHBIE (PUaTHbIE JEHBIH (paBHBI rocyaap-
CTBEHHBIM Ba/llOTaM) H JJICKTPOHHbIC HedHaTHble ACHBIU (HE paBHLL rocyaap-
CTBEHHBIM BATIOTAM).

OcHoBHble COBETHI 110 De30nacHoi padore ¢ MIEKTPOHHBIMH JIEHbIAMHM:

1. IlpuBsisku K cuery MOOM/IBHBIA TesiehoH. DTO camblit y/100HbIH U ObICT-
pbIH c110c0o0 BOCCTAHOBHTH A0CTYN K cuery. [IpuBsszanubiii Tenedon nomoxer, ec-
nu 3a0y/ielllb CBOW IUIATEKHBIA 11ap0Jib MIIM 3ai/ielllb Ha CaHT ¢ HEe3HAKOMOIQ
YCTPOHCTBA;

2. Mcnionp3yi ogHopazosseie napoiu. [locie nepexojia Ha yCHICHHYIO aBTO-
pHu3alMio Tede yike He OYJIeT yrpoKaTh OMACHOCTh KPAaKK MIIM [1epexBaTa 11J1aTex-
HOTrO Napos;

3. BoibGepn cioxHbld napous. llpectynnukam OyJeT He HPOCTO yralarb
CIOXHBIN napoyib. Hanexusie napoiu - 310 napoid, KOTopele COJACPKAT HE MEHEee
8 3HAKOB M BKJIIOYAIOT B ce0sl CTPOUYHBIE M PONUCHBIE OYKBBI, IIM(PBLI U HECKOJIb-
KO CHMMBOJIOB, TaKHe KaK 3Hak jojulapa, (pyHTa, BOCKIMLATE/IbHBIH 3HAK H T.IL
Hanpumep, $tROng!;;

4. He BBOJAM CBOH JIMUHBIE JIAHHBIE HA CAHTAaX, KOTOPBLIM HE JIOBEPSIELb.

DJIeKTPOHHAs 1104Ta

DNEeKTPOHHAS 110YTa - 3TO TEXHOJIOIHA H IPeJloCTaB/ISeMbIe €10 YCIIYTH 110
MepechlIKe M MOJYUeHHIO 3JIEKTPOHHBIX COODIIEHUH, KOTOPBIE paclpelelIstoTces B
KOMITbIOTEpHOH ceTr. OOBIYHO AJICKTPOHHBIH 1MOYTOBBIN SAIIUK BBIITAAUT CISIy-
FOLTHM 00pa3zoM: UMs_ToJib3oBaTessi@ums_ioMena. Takixke kpome riepeiauu 1po-
CTOrO TEKCTa, UMEeTCs BO3MOKHOCTh Iepe/laBars (paiiibl.

OcHoBHBIE COBETHI 110 Oe3011acHOi padoTe ¢ 2ICKTPOHHOHN I0YTOH:



1. Hamo BeIOpaTh I1paBHibHBIH MOYTOBBIH cepBuC. B HHTepHETE €cTh
OrpoMHBIH BbIOOp GECIIATHRIX MOYTOBBIX CEPBHCOB, O/JIHAKO JyHIlIE JOBEPSTE TeM,
KOI'0 3Haellb U KTO NEePBLIH B pelTHITe;

2. He yka3spiBail B TMYHOMH TOUTE JIMUHYIO HH(popMalrio. Hanpumep, inydiie
BbIOpATh "My3bIKaNbHbIA_(anar@" win "pok2013" Bmecto "remal3";

3. HMenonesyit ByxsTannylo aBTOpU3aliHio. JTO KOIAa IIOMEMO Ao
HYKHO BBOAMTb KOJI, NPUCKLTACMBIH 1o SMS;

4. Bpibepu cnoxHbli 1apois. 18 Kax/10ro HOYTOBOIO SIIKKA J10JIKEH ObITh
CBOMH HAJIeKHBIH, YCTONYHBLINA K B3JIOMY 11ap0JIiL;

5. EciH ecTh BO3MOXKHOCTE HAlMCATh CAMOMY CBOH JIHUHBIH BOIPOC, MC-
NONbL3YH 3TY BO3MOMKHOCTE;

6. Mcnonbsyil HECKO/ILKO MOYTOBBIX SIIUKOB. [lepBblii jyis yacTHOH nepe-
MHCKH ¢ aIpeCaTaMu, KOTOPLIM Thl JOBEPsACIb, JTO JIEKTPOHHBIA a/Apec He Hal0
HCTIOTb30BATEL NP PErucTpaluy Ha popymax U calrax;

7. He orkpbiBai (aiiibl M JIpyrye BIIOMKEHHUS B IMUCbMAX, Ja)e eC/H OHH
IPHILIH OT TBOMX Apy3eH. Jlydine yro4Hu y HUX, OTIPABISUIH M OHH Tede JTH
(haiibl;

8. Ilocne oxoHuyaHusi paboThl HA IIOYTOBOM CEPBHCE IIEPE/l 3aKPLITHEM
BKJI4JIKH ¢ caliToM He 3a0y)b HaxarTs Ha "Beidtu".

KubepOynnmuHr uinu BUPTYabHOE W3/IEBATENLCTRO

KubepOyiiinur - npeciejoBanue coOOIEHUAMH, COAePKaAIUUMMHE OCKopOIIe-
HHSI, aIrPECCHIO, 3allyTHBaHHe;, XYJIUIaHCTBO; colMalbHoe GOHKOTHPOBAHHUE C TIO-
MOLLbIO Pa3JIMYHbIX HHTEPHET-CEPBHUCOB.

OcHogHbIe coBeTsl 110 6opede ¢ KHOepOYIITHHIOM

1. He Gpocaiics B 60id. Jlyuiumit criocod: nocoBeroBaThes Kak cedsi BECTH H,
€CJIM HET TOI'0, K KOMY MOYKHO OOpaTUTLCS, TO BHa4ale YCIOKOUThCA. ECIH ThI
HAYHEIb OTBEYaTh OCKOPOJEHUAMH Ha OCKOpOJIEHHS, TO TOJbKO euie OoJiblie
PpazoxKeb KOH(IHKT;

2. Vnpagnsgii ceoe kubeppenyrauuei;

3. AHOHHMHOCTbL B ceTH MHHUMas. CyuiecTBYIOT CrocoObl BBISICHMTH, KTO

CTOHT 38 AHOHHUMHBIM aKKayHTOM;
4. He crour Bectn XynuraHckuid oOpas BupTyalibHOH xu3Hu. MHTepHeT

(DHKCHpYyeT BCe TBOM JeHCTBMA M CcoXpaHseT ux. Yaanute ux Oyiaer kpaiHe 3a-
TPYAHHUTENBHO;

5. Cobmoait CBOKO BUPTYAIBHYIO YECTE CMOJIO/Y;

6. Mruopupyit eauHugHbIA HeraTu. OHOPA30BBIC OCKOPOUTEILHBIE CO00-
IICHHs! JIy4dlle MrHOpHpoBarTh. OOBIYHO arpeccusi NpekpalaeTcsi Ha HavallbHOM
CTa/IHH;

7. ban arpeccopa. B nporpammax 00MeHa MIHOBEHHBIMU COOOIICHHAMHU, B
COLMAJIBHBIX CETAX eCTh BO3MOKHOCTE OJIOKMPOBKH OTIIPABKH COOOILUEHHI ¢ ollpe-
JIENIEHHBIX aIpeCcoB;

8. Ecim ToI cBuerens kubepOynnunra. TBou AeHCTBHA: BBICTYIIUTL POTUB
npeciieloBaTessd, oKa3aTh eMy, YTO €ro JIGHCTBUS OIICHUBAIOTCA HEMaTHBHO, 1101~
Jep¥Karh KepPTBY, KOTOPOH Hy:KHa ICHXO0JOTHYECKas MOMOILb, COOOMMTE B3poCc-
JIBIM © (PaKTe arpecCHBHOIO [10BEJCHHS B CETH.



MobunsHBIN Tenedon

Cospemennbie cMapTHOHBI 1 IUIAHIIETH! COEPIKAT B cebe BIOTHE B3POCIbIIl
(pYHKLHOHAT, H TENEPh OHM MOIYT KOHKYPHPOBATL CO CTAIMOHAPHBIMU KOMIIBIO-
Tepamu. OnHaKo, CPeCTB 3aUIUTh! Ul H000HBIX YCTPOHCTB 110KA OYCHL MAIO.
TecTrpoBanue ¥ MOMCK ySI3BUMOCTEH B HUX HPOMCXOUT HE TAK HHTCHCHBHO, KaK
A [1K, To e camoe kacaercss 1 MOOHIBHBIX HPHJIOKCHHH.

Cospemennbie MOOUIIbHBIC Opaysepbl YiKe PAaKTHYECKH JIOTHAIH HACTOIb-
HBIE AHAJIOTH, OJHAKO paciiMpeHde (YHKIMOHAIA BiedeT 3a coboH 00JbIIyIo
CJIOKHOCTE H MCHBIIYH) 3allIMIIIEHHOCTD.

Jlaexo He BCe NMpOM3BOJMTENM BbUIYCKAIOT OOHOBJIEHMS, 3aKpPbIBAIOLIHE
KPHUTUYECKHE VA3ZBHUMOCTH J1JIs CBOMX )fC'l“p()ﬁC'l‘B.

OcHosHbIE cOBeTbI 1/ 0e3011aCHOCTH MOGHIBHOTO Tejle(oHa:

Huuero ne ssnsercs no-mHacrosuemy OeciuiatnbiM. By/ib ocToposxkeH, Bejib
Korja tebe npeanararT OecruiaTHbIA KOHTEHT, B HEM MOI'YT ObITh CKPBITBHI KaKHEe-
TO IJIATHBIE YCIIYTH,

Hymali, npexnae gem orupasute SMS, (oo wim Bugeo. Thl TOUHO 3HASLID,
rae ouu OyayT B KOHEYHOM Hrore?

Heobxon1mMo 00HOBISITE ONEPAIMOHHYIO CHCTEMY TBOETO cMapThoHa;

Hcnonb3yd aHTHBHPYCHBIE IIPOIPAMMBI JUIS MOOHIIbHBIX TeJe(hOHOB;

He 3arpyall NpHIOKEHHS OT HEM3BECTHOIO MCTOYHUKA, BEIb OHM MOIYT
CO/Iep¥kaTh BPEJJOHOCHOE IIPOTpaMMHOe o0eciieueHme;

Iocne Toro kak Thl BeIJeLb ¢ caiTa, rjie BBOAMI JIMYHYIO HH(POPMALIHIO,
3aH/IH B HACTPOHKK Opay3epa u yaaiu cookies;

Hepnonﬁqecxn HpOBQpHF‘I, KaKHC ILIATHBIC YCIIYI'H AKTHBUPOBAHbLI HAd TBOEM
Homepe;

JaBaii cBOH HOMep MOOMIBLHOrO TeaedOHA TOJIBKO JIOIAM, KOTOPBIX Tbl
3HACLIbL U KOMY JIOBEpSelllb;

Bluetooth goiken ObITh BLIKIIIOUYEH, KOIJIA Thl UM He Noib3yewbes. He 3a-
ObIBai HHOTAa IPOBEPSITH ITO.

Online urper

CoBspemenHble OHIAHH-UIPBI - 5TO KPAcOYHbIE, 3aXBATHIBAIOLIAE pa3BlICUe-
HHA, O6B€JIHH5HOH.IPIE’ COTHH TbICAY YCJIOBEK MO BCCMY MHPY. HI‘pOKH HCCIIC/YIOT
OaHHBIH UM MUpP, o0LIAlOTCs JIPYT € JAPYrOM, BBIIOJHAIOT 3a[aHHUs, CPAXKaITCH ¢

OIIa4MBalOT a0OHEMEHT MIIH IPUOOPETAIOT KAKHE-TO OMLIKH.

Bce atu cpejicTBa MIyT Ha [TOJ/IePKAHKE H PA3BUTHE HIPBI, & TAKAKE HA camy
Oe3011aCHOCTE: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPH3ALIMH, BBITYCKAIOTCA HOBBIS
HaTyd (UHAPOBLIC 3aIUIATKH JUI IIPOTPAMM), 3aKPbIBAIOTCH YA3BUMOCTH CEPBEPOB.

B nozobHBIX Mrpax CTOMT oracarbcsi He CTOJILKO CBOMX COIEPHHKOB,
CKOJIBKO KpayKH TBOEIr0 napoJis, Ha KOTOPOM OCHOBAHAa CHUCTEMa aBTOPH3alldH
OOJIBLIMHCTBA UIP.

OcHoBHBIE COBETHI 110 GE30IIaCHOCTH TBOEI0 HIPOBOI'0 aKKAYHTa:

1. Ecitu apyroii urpok Bejer cebs MIIOX0 HIM co3/1aeT TeGe HeNpHsITHOCTH,
3a6/I0KHPYH €10 B CIIMCKE UIPOKOB;



2. Iloxanyiics aIMUHHCTPATOPaM MIPbl Ha IUIOXO€ [OBEAEHHE 3TOr0 HIPo-
Ka, KeIaTe/bHO MMPUIIOKUTL KaKHEe-TO JOKa3aTe/IbCTBA B BUJAC CKPHHOB;

3. He ykaseisaii 1Huny10 HHpopMalHio B npodaliine nrps;

4. YBaxal JIpyrux y4acTHHKOB 110 HIPE;

5. He ycranasinuBaii Heo(HIHaIbHBIE [1ATYH H MO,

6. Memons3yi cloxHble U pazHble MAPOJIH;

7. Jaxe BO BpeMs HIpBI HE CTOMT OTK/IIOYATh aHTUBUpyc. [loka Tel Mrpa-
€lIb, TBOH KOMIBIOTEP MOIYT 3apa3zHThb.

DUIIMHT HIH Kpa)Ka JIMYHBIX JaHHBIX

OObBIYHOH Kpaxel NeHer W JIOKyMEHTOB CerOJ/IHs YK€ HUKOIO He Y/IMBHILb,
HO C pa3BUTHEM HMHTEPHET-TEXHOJIOIHH 3JI0YMBIIUICHHUKH [1EPEMECTHIINCE B HH-
TEPHET, U NPO0JIKAIOT 3aHUMATLCA "TI00OUMBIM" [ICJIOM.

Tak mosBHIack HOBasg yrposa: HHTCPHET-MOLICHHHYCCTBA WM (DHILHHT,
rJlaBHas LIeJIb KOTOPOTO COCTOMUT B MOIYYECHHUH KOHPHICHIIMAIBHBIX JAHHBIX I0JIb-
30BaTeneil - JlornHos M naposied. Ha anrnumiickom sizbike phishing unrtaercs kax
¢GummHr (ot fishing - peiGuas joss, password - napoJis).

OcHoBHBIE COBeTLI 10 00pblE ¢ PUUIMHIOM:

1. Ciienn 3a cBoMM akkayHTOM. ECIHM Thl [10J03peBaeiub, 4TO TBOSA aHKETa
ObL1a B3JIOMaHa, TO HeoOXOAUMO 3a0JIOKHPOBATE ¢ U COODLIHTE aJIMHHHCTPATO-
paM pecypca 00 3TOM Kak MOMKHO CKopee,

2. Ucnone3yi Oe3onacHbie BeO-caiiThl, B TOM YMC/Ie, HHTEPHET-MAra3HHOB U
IIOUCKOBBIX CUCTEM;

3. Henonesyiit crnoxuele W pasHble napoiu. lTakum obpazom, eciu Tebs
B3JIOMAIOT, TO 3JI0YMBILUIEHHUKH [I0JIyYaT JIOCTYII TOJIBKO K OJIHOMY TBOEMY IPO-
(U0 B CETH, @ HE KO BCEM;

4. Eciii Te0s B3710Mau, TO HEOOX0AUMMO IIPEAYIPEAUTh BCEX CBOUX 3HAKO-
MBIX, KOTOpbIE N00aBlIeHbl ¥ TeOs B APY3bAX, O TOM, YTO TeOs B3JIOMA/IM W, BO3-
MOHO, OT TBOGIO UMEHH OYyIeT pacchlIaTbCs CIlaM M CCLUIKH Ha (PUILHHIOBBIE
CauThl;

5. YeranoBu HanexHeli napons (PIN) Ha MmoOunbHELA TenedoH;

6. OTkioun coxpaneHue napois B Opaysepe;

7. He orkpeiBail ¢ainbl M japyrue BIOXKeHUs! B [MHUCbMAaXx, /1aKe €ClId OHH
[NPHUIUIA OT TBOMX Jipy3eid. Jlydiie yTo4yHM y HUX, OTIIPABISIN JIK OHU Tebe ITH
thaibl.

[lndpposas pemyrarys

[lndporast peryranust - 3TO HEraTHBHAS HJIH NO3HTHBHAA HHPOpPMAIKS B
cet o Tebe. Kommpometupyromas uxdopmaiius, pa3MeleHHas B HHTepHeTe, MO-
JKeT cepbe3HbIM 00pa3oM OTpasUThLCA Ha TBOeH pealibHOW xu3HM. "lludposas pe-
nyTagusa’ - 3TO TBOH MMHK, KOTOPBIH (Gopmupyercs u3 umHdopmauuu o tebe B
UHTEpHETE.

TBoe MecTo )kHTENLCTBA, yHeObl, TBOE (JUHAHCOBOE I10JI0KEHUE, 0COOEHHO-
CTH XapakTepa H paccKasbl 0 OJTH3KHX - BCE 2TO HAKAIUIMBACTCSA B CETH.

MHorue noapocTKH NErKOMBICICHHO OTHOCATCS K [1yOJIMKALMU JIMYHON HH-
¢opmanmu B Murepnere, He NOHHMas BO3MOMKHDBIX [OCHCACTBHH. Tbl aaxe ue



CMOKENIb JI0rafaThest 0 TOM, 4T0 (hororpadus, pasMeuieHHas 5 et Hazal, craia
NPUYHHOM OTKa3a NpuHsATL Teds Ha paborTy.

KommenTapuu, pasmeutenue TBoux dotorpaduii u gpyrue aeicTrsus MoryT
HE HCYE3HYTh AaX¢e I0CJIC TOro, KaK Thl HX YAalHIlb. bl He 3HAENIb, KTO cOXpa-
HHJI 9TY MH(OPMALIMIO, 110114714 JId OHA B IOMCKOBBIC CHCTEMBI M COXPAHMIIACE JIU
OHA, & MIABHOE: YTO MOAYMAIOT 0 Tede OKpYXKAIOUIMEe JIIOIAHM, KOTOPLIC HAHIYT
YBHAAAT 9710, HaliTu MHpOpMaLuio MHOTO JIeT CIycTs cMokeT ool - Kak U3 j100-
pbIX MOOYKJIEHHH, TaK H ¢ HAMEPEHHUEM [PUYMHHTE BPeA. JTO MOXKET ObIThb KTO
¥I'O/IHO.

OCHOBHBIE COBETHI 110 3aluTe HHPPOBO penyTaluu:

L. ITojxymalii, 1pexae yeM 4ro-To NyOIMKOBATh H Iepe1aBaTh y ceds B 6iore
HJTH B COLIHAJILHOH CEeTH;

2. B nacrpoiikax npoduis ycTaHOBH OrpaHUYE€HHA Ha MPOCMOTP TBOETO
NPOQUIIA U €ro COAePKUMOT0, clesai ero ToIpKo "uist apysei";

3. He pasmewiali 1 He ykasbiBail HHQOPMAIIHMIO, KOTOpPAs MOXET KOIo-1u00
OCKOPOJISATH MITH 00HIKATD.

ABTOpCKOE ITpaBo

CoBpeMeHHBIE [IKOJIBHMKH - AKTHBHBIC [10Jb30BaTeliM HU(POBOIO MpO-
crpancTBa. OHaKo JaJIeKo HE BCE 3HAIOT, YTO I10Jb30BAHHE MHOTHMH BO3MOKHO-
cTAMH LUppoBore Mupa tpedyer coOMIOACHUS MPAB HA HHTCIIEKTYAILHYIO CO0-
CTBEHHOCTb.

Tepmun "uHTennexTyanbHas cOOCTBEHHOCTE" OTHOCHTCS K PA3IHYHBIM TBO-
peHUsIM YeJIOBEeYeCKOIo yMa, HAYWHAs ¢ HOBLIX M300pereHHuHd M 3nakos, 0003Ha-
HAar MM x CD6CTBSHHOCTB Ha INPOAYKTbL K YCHYI'H, H 3aKaH4YHBas KHHIAMH, (1)0’[‘0-
l‘pa(i)HHMPl, KldH()(i)HI[bMHMH H MY3bIKAJIBHBIMH ITPOU3BCACHMAMI.

ABTOPCKHE IIpaBa - 2TO [paBa Ha HMHTEIUICKTYATBHYH COOCTBEHHOCTL Ha
IPOU3BEACHHS HAYKH, JIMTEpaTypbl H MCKycCTBA. ABTOPCKHE I1paBa BhICTYIAIOT B
Ka4eCcTBe [ApaHTHH TOT'0, YTO HHTE/UIeKTYaILHbIH/TBOPUYECKHH TPyl aBropa He Oy-
HET HAINPACHBLIM, JJACT €My CIIPABE//IMBble BO3MOMKHOCTH 3apaboTaTh Ha Pe3y/bTa-
TAX CBOEro TPYy/d, MOJIYYHUTh U3BECTHOCTh M npusHande. Hukro 6e3 paspelneHus
ABTOPa HE MOXKET BOCIIPOM3BOJ/IMTH €r0 MPOU3BE/IeHHE, PACIIPOCTPAHSITD, TyD/IHY-
HO JCMOHCTPHPOBATL, IIpoJaBaThk, HMIIOPTHPOBATL, IIYCKATL B IIpOKAT, H}’ﬁ]ll’l‘-l}l()
UCIOIHATD, [I0KA3bIBATL/UCIIOIHATE B 2dupe uin pazmears B MarepHere.

HenonezoBanne "nuparckoro” nporpammuoro obecriedyenyss MOKeT NpHBe-
CTH K MHOI'EM PHCKaM: OT [MOTEPH JaHHBIX K TBOMM dKKayHTam O 6HOKHpOBKI/]
TBOEr0 YCTPOMCTBA, r/le ycraHoBjeHa HelleraibHasi rnporpamma. He crout taxke
336515&'[15, HTO CYLICCTBYHT JICTAJIBHEIC H OecruiatHoie HHpOIrpaMMbl, KOTOPbIE
MOKHO HAWTH B CETH.

O noprane

CeTeBHYOK.p( - TBOI I71aBHELI COBETYHMK B CCTH. 3[ECh ThI MOKELIbL Y3HATH
0 0e30I1aCHOCTH B CETH NOHATHBIM W [IOCTYITHBIM $3bIKOM, & IIPH BO3HMKHOBEHHH
KpHTH‘iCCKOﬁ CHTYdALIHH 06])8.1‘[*1".[‘]3(35[ 3a COBETOM. A Takxe HNPHUHATL Y4Y4aCTHE B
KOHKYpCax U ¢TaTh CaMbIM HUQPOBBIM I'paxKIaHuHOM!



